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EXECUTIVE SUMMARY

In today’s multi-device world, a single consumer may appear as several dis-
connected identities—researching on a smartphone, comparing on a laptop,
and purchasing on a tablet. For marketers, this fragmentation wastes ad spend
and undermines personalization.

The solution is cross-device matching, a core capability of identity resolution. By
linking interactions and signals into a unified profile, or “golden record,” market-
ers can see the complete customer journey across devices and channels.

Two main approaches exist. Deterministic matching uses explicit identifiers like
logins or emails for near-certainty but limited scale. Probabilistic matching re-
lies on patterns such as IP addresses or browsing behaviors for broader reach
but less precision.

This white paper explains both methods, explores hybrid models, and provides
guidance for thriving in today’s privacy-first era.

The conclusion is clear: cross-device matching is no longer optional—it is the
foundation for modern, privacy-conscious personalization.

Key insights

« Deterministic = precision. Probabilistic = scale.

» Hybrid approaches offer the best of both, with advanced models improving both
accuracy and reach.

» Metrics such as match rate, accuracy, and precision are essential for evaluating
providers.

» Device and identity graphs form the backbone of cross-device matching.

» With third-party cookies disappearing and privacy laws tightening, first-party
data strategies, transparency, and Al-driven intelligence are becoming critical to
sustainable personalization.
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INTRODUCTION
Unraveling the Customer

Across Devices

Modern consumers live in a cross-device ecosystem. A typical journey might be-
gin during the morning commute, when someone searches for “best noise-can-
celling headphones” on their smartphone. Later, on a work laptop, they compare
reviews and check pricing. That evening, they might complete the purchase on
a tablet after watching a demo video on YouTube.

To a marketer relying on siloed device-level datg, this customer does not look
like one person, they look like three. The result is misaligned targeting, duplicated
ad spend, and inconsistent experiences across touchpoints. What appears to
be three separate consumers is actually a single buyer moving naturally across
devices, leaving marketers blind to the continuity of the journey.

In reality, the average U.S. household owns more than five connected devices
and spends over 60 hours per week consuming media across screens. Each
device may represent another fragment of a customer’s identity, and without
connecting those fragments, even the most advanced marketing campaigns
risk wasting impressions and budget. Personalization in this context becomes
guesswork, and guesswork leads to missed opportunities.

This is why cross-device recognition has become a critical priority. By connect-
ing multiple device signals to a single identity, marketers can replace fragment-
ed journeys with a unified view. This process, known as cross-device matching,
is the foundation of People-Based Marketing, enabling brands to deliver con-
sistent, relevant, and timely experiences no matter how or where a customer
chooses to engage.

The implications extend beyond marketing efficiency. When brands recognize
customers across devices, they can foster stronger trust and loyalty by reducing
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irrelevant or repetitive messaging. A user who already received an email about
a promotion should not be bombarded with the same ad on every device they
own. Instead, coordinated cross-device recognition allows for seamless story-
telling, smarter sequencing, and a customer experience that feels truly person-
alized rather than invasive or redundant.

Equally important, cross-device matching empowers more accurate analytics
and attribution. Marketers can see which touchpoints truly influenced a conver-
sion, rather than over-crediting the last click or misattributing sales to the wrong
channel. This clarity enables smarter budget allocation, sharper optimization,
and a clearer view of ROI. Over time, it transforms cross-device matching from a
tactical tool into a strategic capability that fuels growth and competitive differ-
entiation.

Average Household Device Map

5+ connected devices per household,

E_Q Connected Devices Including smartphones, laptops,
tablets, smart TVs, and wearables

60+ hours/week of continuous, «
and distributed distributed Cross-Screen Engagement?g
engagement across platforms

/

&1 One person logging into different apps
(@ Fragmented Journeys$ on each device making the customer
journey appear disconnected

Without cross-device matching . &)\
the household appears as 5 | Matching Issues =)
people instead of 1
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What is Cross-Device
Matching?

At its core, cross-device matching connects multiple devices to one individual
or household, turning disconnected visits into a unified journey across screens.

The benefits are clear: it justifies ad spend by showing which impressions drive
conversions, enables consistent personalization across devices, and provides
end-to-end visibility into the path to purchase.

The process collects signals such as logins, cookies, IP addresses, timestamps,

and app usage. Matching engines unify these into a single profile, creating the
foundation for personalization at scale.

Evolution of Cross-Device Matching

¢ 44

Siloed Deterministic  Probabilistic Hybrid Federated
Devices Matching Matching Models Identity
Fragmented Certainty, Scale, but Combine both; Al-driven, privacy-
‘ofiles, wasted but limited lower balance accuracy first, scalable
ad spend scale precision & reach precision
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Deterministic Matching:
The Certainty Approach

Deterministic matching links devices with a very high degree of confidence, often
close to 100 percent. It does this by relying on explicit identifiers. For example, if
a user logs into the same Gmail account on both a smartphone and a laptop,
the system can be virtually certain those devices belong to the same person.
Similarly, email addresses, phone numbers, and loyalty IDs serve as anchors that
tie devices together. These identifiers provide a strong foundation for marketers
who need clarity in mapping interactions across the customer journey.

The greatest strength of deterministic matching lies in its accuracy. Brands can
trust the matches and deliver highly personalized, one-to-one messaging with
confidence. It is also auditable, which means marketers can demonstrate to reg-
ulators, compliance teams, and stakeholders exactly how the data was linked
because the identifiers are explicit and verifiable. In industries where compliance
is non-negotiable, such as healthcare and financial services, this auditability is a
critical advantage.

However, deterministic matching has clear limitations. It only works for logged-in
or otherwise “known” users, which means its scale is restricted. A significant por-
tion of the consumer journey remains invisible if no explicit identifier is present.
Access to deterministic data is also complicated by walled gardens. Compa-
nies like Google, Facebook, and Amazon hold massive volumes of login data but
rarely share them outside their ecosystems. As a result, brands operating outside
these platforms may struggle to achieve the same level of visibility.

Household dynamics add further complexity. When multiple family members
share one device, deterministic systems may mistakenly attribute interactions to
the wrong individual. For example, a teenager shopping for gaming accessories
on a shared laptop could create confusion in a profile primarily associated with
a parent’s online banking and grocery shopping. This misattribution undermines
precision and can lead to poor customer experiences if not carefully managed.
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Another critical consideration is privacy. Because deterministic approaches
rely on personally identifiable information (PIl), they raise regulatory and ethi-
cal concerns. Collecting, storing, and linking identifiers requires strict adherence
to privacy laws such as GDPR and CCPA, as well as clear communication with
consumers about how their data is used. Mishandling Pll not only risks legal pen-
alties but also erodes consumer trust, which can be far more damaging in the
long run.

Think of deterministic matching as Ultra-HD graphics: crisp and precise, but only
available in limited contexts. It delivers unmatched clarity where explicit identi-
fiers exist, yet leaves blind spots where those identifiers are absent. As such, de-
terministic matching is powerful but incomplete on its own, which is why many
organizations now pair it with probabilistic approaches for broader reach and
balance.

Cross-Device Matching Hierarchy

Real-time Al models

validating linkages; Federated
highest accuracy + scale Intelligence

Logins, emails, loyalty
IDs providing verified Deterministic Precision
anchors
Massive behavioral { O \
and device-level TPt joy
oatterns fueling reach Probabilistic Scale oA
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Probabilistic Matching:
The Pattern Approach

Instead of relying on explicit identifiers, probabilistic matching uses algorithms
and statistical models to connect devices with a high degree of confidence. It
works by aggregating indirect signals such as IP addresses, browsing behaviors,
location data, device types, and timing patterns. These signals are analyzed to-
gether, and confidence scores are assigned to potential linkages. For example,
if the same IP address and browsing sequence repeatedly appear across two
devices, the system can infer that both likely belong to the same individual or
household. While this method lacks the certainty of a login or email, its strength
lies in detecting meaningful patterns across otherwise fragmented digital foot-
prints.

The true advantage of probabilistic matching is scale. Because it does not de-
pend on users logging in or providing explicit identifiers, it can capture a much
larger share of customer journeys. This makes it particularly valuable in industries
where users rarely authenticate, such as retail or travel. It can flexibly connect
signals across households, shared devices, and multiple environments, produc-
ing a more complete picture of consumer behavior. Privacy risks are also some-
what reduced because the system relies on indirect signals rather than sensitive,
personally identifiable information. By working with behavioral patterns instead
of raw identities, probabilistic matching can strike a balance between personal-
ization and privacy compliance.

The trade-off is accuracy. Matches generated through probabilistic methods
are confidence-based rather than certain, which means errors are inevitable.
The process is often opaque, creating the classic “black box” challenge where
marketers do not always understand how matches were made. Offline connec-
tions, such as linking in-store purchases to digital activity, remain weaker and
harder to validate. Regulators also raise concerns about whether “anonymous”
signals, when combined in large datasets, effectively reconstruct personal
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identities and therefore fall under stricter data protection rules. In practice, prob-
abilistic matching is like recognizing someone by their walk: highly probable, in-
sightful at scale, but never guaranteed.

Matching Methods Comparison

. Deterministic Probabilistic
Attribute . .
Matching Matching
Bh . Explicit identifiers Patterns & signals
= | Basis (login, emaiil) (IP, behavior)
rad Very high Moderate—high
&’ Accuracy (near 100%) (confidence%
gié scal Limited Broad
caie (requires login/ID) (most users)
Precision Reach
& Strength (certainty) (flexibility)
@% Weak Walled gardens Black-box
©) eakness (small coverage) (hard to validate)
1001
R e . High Moderate
1@° Privacy Risk (uses PII) (indirect data)
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Hybrid Approaches:
The Best of Both Worlds

Because deterministic and probabilistic methods each have strengths and
weaknesses, many organizations now pursue hybrid models that combine the
two. Hybrid approaches are designed to balance the certainty of explicit iden-
tifiers with the scalability of behavioral signals, creating a more complete and
reliable customer view. For marketers, this means fewer blind spots and a greater
ability to activate personalization across the full customer journey.

Simple hybrids often merge deterministic data from one vendor with probabi-
listic linkages from another. While this can expand reach, it also introduces risk.
Poor-quality matches from one dataset can contaminate the other, producing
faulty identity clusters that lead to wasted ad spend, misattribution, and even
negative customer experiences. For example, misidentifying two different fami-
ly members as one person could cause confusing or irrelevant personalization,
undermining trust. The effectiveness of these simpler hybrids depends heavily on
the quality controls applied to each source of data.

More advanced approaches, such as federated identity resolution, evaluate
deterministic and probabilistic signals simultaneously rather than sequential-
ly. Machine learning models validate linkages in real time, discarding weak or
conflicting signals before they create errors downstream. Neustar’'s federated
identity method illustrates the power of this model, reporting 10 times the scale of
deterministic approaches and 1.6 times the accuracy of basic hybrids. This type
of real-time validation is essential in a privacy-first environment, where mistakes
can not only erode performance but also attract regulatory scrutiny.

Hybrid approaches can be visualized as a pyramid. At the base is probabilistic
scale, which casts the widest net by linking large volumes of indirect signals. In
the middle sits deterministic precision, anchoring linkages with explicit identifiers
such as logins or loyalty IDs. At the top is federated intelligence, where advanced
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machine learning harmonizes both sets of signals to maximize reach without
sacrificing accuracy. Together, this layered structure delivers scale, reliability,
and transparency, giving marketers the confidence to activate insights across
every channel.

Looking forward, hybrid identity resolution is expected to become the indus-
try standard. As cookies disappear and privacy regulations tighten, no single
method will suffice on its own. Brands that adopt hybrid frameworks early will
be better positioned to capture, connect, and convert audiences at scale, while
also maintaining compliance and protecting consumer trust. In this way, hybrid
models are not just a technical solution—they are a strategic necessity for sus-
tainable, people-based marketing in the digital era.

How Cross-Device Matching Works

Inputs Output
Collecting logins, e Generating unified @

cookies, IP, device/identity R
location, app @ ; graph (“Golden |AE:|

usage, offline data Record”)

2210 2210 2240 2240

6 Process 1&1 Activation
Applying G Enabling
deterministic personalization
checks + across ads, email,
probabilistic SMS, and web
algorithms
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Key sSuccess Measures

When evaluating cross-device solutions, it's not enough to ask about reach—you
need to understand quality. Three metrics matter most:

* Match Rate measures the percentage of unique records in your dataset that
can be matched. While often touted, it can be misleading if the quality of those
matches is low.

* Accuracy indicates how often matches are correct. High accuracy is essen-
tial for trust.

e Precision is arguably the most important. It measures how many of the pre-
dicted matches are truly correct, filtering out false positives. High precision
means your marketing dollars aren’t wasted on the wrong people.

High match rate with low precision is a recipe for wasted spend. Lower match
rates with high precision can be far more profitable, even if the reach is smaller.

Future-Ready Identity Resolution

Machine learning to validate
Al-Driven matches, minimize data collection,
Intelligence and ensure personalization at scale
= GDPR, CCPA, consent
|El@' Transparency & management,
Compliance hashed identifiers

Brands must capture,
. - clean, and enrich their
First PCII“ty Data own customer data
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Device Graphs: The
Foundation of Identity

Both deterministic and probabilistic approaches rely on device graphs (also
known as identity graphs). These repositories map the relationships between
devices, identifiers, and behaviors, tying them back to individual users or house-
holds.

The quality of a device graph depends on the breadth and reliability of its data
inputs. Cookies are ubiquitous but short-lived and weak on mobile. IP addresses
are useful for household-level insights but unstable and increasingly masked.
Emails are strong anchors but fragmented by context (work vs. personal). Resi-
dential addresses are stable but highly sensitive as PIl. Offline purchase data is
valuable but hard to obtain and link.

Not all data points are created equal. A strong graph combines high-value an-
chors like emails and loyalty IDs with probabilistic signals such as IP addresses
and cookies, balanced by Al-driven analysis that accounts for their respective
strengths and weaknesses.

The Privacy-First Future

The era of third-party cookies is ending, and IP masking is becoming the norm. In
this environment, identity resolution must evolve.

First-party data is becoming the new gold. Brands must invest in capturing,
cleaning, and enriching their own customer data as a competitive advantage. At
the same time, regulations like GDPR and CCPA demand transparency, consent,
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and minimization of data collection.

New identity frameworks are emerging, including Unified ID 2.0, Lotame Panora-
ma ID, ID5 Universal ID, and Neustar Fabrick. These alternatives aim to provide
privacy-compliant ways of recognizing users across contexts.

Al and machine learning play a critical role, helping marketers identify probabi-
listic patterns, validate deterministic linkages, and enable personalization with
minimal data inputs. The future-ready identity stack will combine first-party
data, privacy compliance, and Al-driven intelligence.

Precision Meets Scale

Cross-device matching has moved from optional to essential. Determinis-
tic matching delivers certainty but lacks scale. Probabilistic matching provides
scale but lacks guaranteed accuracy. Hybrid approaches, particularly advanced
federated identity models, offer the strongest balance of both.

The future belongs to brands that build strong first-party data assets, adopt hy-
brid cross-device solutions, and commit to transparency and consumer trust.

Cross-device matching is the bridge between fragmented interactions and
seamless personalization, combining precision, scale, and trust.

Beyond personalization, it also drives smarter measurement and more efficient
spending. By clarifying which touchpoints truly influence conversions, brands
can optimize campaigns with confidence, reduce wasted impressions, and allo-
cate budgets where they generate the highest return. In this way, cross-device
matching is not only about connecting devices—it is about fueling sustainable
growth and long-term customer loyalty.
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Turning Cross-Device
Matching into Growth

Precision and scale don’t have to be trade-offs. With Brilliantopia, you can unify
deterministic accuracy and probabilistic reach into a single, Al-driven system—
delivering verified audiences, real-time intent targeting, and multi-channel ac-
tivation at scale.

DRILLIANTOPIA

BrilliantGraph™ and BrilliantPixel™ give you the golden record of your buyers, so
you can capture, connect, and convert across every device and touchpoint.
Cross-device matching is the foundation. Brilliantopia is the growth engine.

BOOK A STRATEGY SESSION TODAY!

..to see how our Growth Engine can work for your company.

CONTACTUS
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